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ABSTRACT

An ICT policy safeguards Integrity of Information Systems and ensures business continuity. This
study sought to assess the level of compliance by Universities to their ICT security policies by
assessing the integrity pillar. Literature review on Integrity of Information Systems as well as
international standards and regulations such as HIPAA, FERPA, SOX and ISO 270003 that
touch on CIA was carried out. A cross-sectional survey study design incorporated self-
administered quantitative and qualitative research that was carried out in eight campuses within
Kisumu and Siaya Counties. The survey was conducted on universities that gave authorization of
the survey to go on. Stratified sampling method was used to arrive at the right population of
respondents in the universities. The study targeted ten campuses within the two counties but only
eight authorized the study. The findings of this study reveals that overall compliance ratings in
the three key pillars of IT security were below 50% on compliance ratings with integrity at 30%
This study contributes to policy, practice and theory at county and individual level in two ways.
Firstly it came up with empirical data on state of compliance to ICT policies in universities and
secondly it will provide the government and the institutions’ management with an objective
profile of issues and a proactive approach that can solve the issues in cost effective manner.

INTRODUCTION

Institutions of higher learning have a unique organizational environment mainly due to the need
for the principle of academic or intellectual freedom. Academic freedom entails the freedom of
teachers and students to teach, study, and pursue knowledge and research without unreasonable
interference or restriction from law, institutional regulations or public pressure. Kambwiri (2012)
observes that the issue of censorship should not rise because of national and international
legislation already makes some resources illegal. Court cases have in the past being fronted to
challenge academic freedom such as Urofsky v. Gilmore (1999) and Sweezy v. New Hampshire
(1957) (Kim, 2005). Distrust and suspicion impedes scholarly work and thus need to have
academic freedom (Kambwiri, 2012).
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Just as business entities put in place measures to protect sensitive information, higher institutions
of learning have the same requirements regardless of the need for open access and principles of
academic/intellectual freedom, (Beaver, 2010). Skilled hackers have realized Higher Education
institutions have some of the richest deposits of identity data (Oracle, 2008). Such information
may include Social Security Numbers, bank accounts for students, detailed information about
students and staff. The “openness” of campus networks makes it easy to facilitate and collaborate
information across researchers and students. This architectural design which ‘Unlike private
corporate networks, which, by their nature are designed to be “walled gardens” of information,
leave campus networks more vulnerable to misuse and attacks (Kambwiri, 2012). Research by
Oblinger (2003) indeed collaborates this theory, ‘the instructional and research environment of
colleges and universities are more pervasive and open than in government and corporate training
departments and research laboratories.” As much as higher education environment reasons has a
strong need for open and accessible networks, it has an obligation on the part of each college to
protect the systems and data they contain (Kambwiri, 2012). Higher Education is faced with
‘the need to apply appropriate security without compromising the fundamental principles of the
academia’ (Oblinger, 2003:1). Educators may agree with the need for security, differences of
opinion arise when specific practices are proposed; for instance technology staff may view use of
firewall as a necessary precaution while faculty may see it as a restriction or an impediment to
intellectual freedom. Need for decentralized research space in the academia to promote education
and research has often been exploited by hackers thus the increased IT security incidences. The
academic culture tends to favor experimentation, tolerance and individual autonomy — all
characteristics that make it more difficult to create a culture of computer and network security’
(Oblinger, 2003:3). Indeed the nature of higher education is to foster an open academic
environment, which is a nature at odds with the need to protect sensitive information and be
mindful of security issues (Application Security Inc., 2010). As a result, as Bates (2011:1) puts
it, ‘security standards and controls are nearly an abomination to academia.’

Beaver (2010) observes that information risks at campuses are from multiple angles which
include websites, student information systems (front-end web applications, backend databases,
and servers), weakly configured wireless networks, laptops, and other mobile devices such as
smart phones, ipads, netbooks, and USB thumb drives. Indeed high speed wireless computing is
creating a new breed of College and University students (Motorola, 2009). NEC (2005) cites the
increase of e-mail use, distance learning, and other services that enhance the quality of student
experience and extend education beyond the campus as having a potentially significant privacy
price if not well managed. Bates (2011) complains that information security in higher education
has continued to develop in an ad hoc manner or reactive mode, perhaps more than in any other
sector. A few distinct risks associated with the higher education market’s IT infrastructure
include open access terminals that are on the same network as sensitive databases, high student
population and turnover, decentralized IT sections within one campus, and budgetary constraints
(Application Security Inc., 2010). Bates ( 2011) states that the academia faces an ever changing
information security landscape with respect to threats, emerging technologies, vulnerabilities,
and compliance standards and that mobile devices arriving on campus in great numbers (through
students) challenge controlled data access.

At least half of the breaches to information security systems are carried out by internal users and
mainly involve unauthorized system access. But there is also a positive side of users. A study by
Kambwiri (2012) in Spears et al (2010) reveals that internal users can complement value to IS
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security when they are involved in the prioritization, analysis, design, implementation, testing,
and monitoring of user —related security controls in the business process. Oracle (2008)
concludes that ‘having fewer safeguards to protect identity due to their organizational structure,
less available budget, and a population less aware of identity theft risks make universities more
attractive to crime. Beaver (2010) points out that the first and foremost information security
challenge in higher education is limited budgets that leads to use of freeware and open source
tools to perform tasks that require commercial solutions. According to Kambwiri (2012) in
Application Security Inc. (2010), budgetary constraints represent perhaps the most rational
reason why colleges and universities are experiencing a high volume of attacks. He continues to
add that University IT departments are often plagued by resource issues, disparate database
systems and potentially numerous IT departments with budgetary constraints. NEC (2005)
observes that with respect to capital constraints, many institutions have allocated the
responsibility of information security to all IT staff, effectively making it everyone’s
responsibility, an ineffective approach due to lack of ownership. Outdated or missing malware
protection, unenforced e-mail encryption, use of pirated softwares and lack of preventive
controls for data loss are some of the biggest mistakes regarding information security in higher
education. Another challenge though, according to Beaver (2010), is cultural adaptation to
academic information security management since academic departments utilize IT differently.

CONCEPTUAL FRAMEWORK
The conceptual framework in fig 2 below was used to make conceptual distinctions and organize
ideas thus providing direction for the research work.
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Fig 1: Interaction between the variables under conceptual Framework

From the framework, the independent variable is the factor that is measured, manipulated or
selected by the researcher to determine its relationship to compliance, it may be called factor and
its variation called levels. It is presumed to cause changes to occur in another variable hence
causal variable (Kenny and Baron, 1986). Therefore, the independent variable is ICT security
policy broken down into three levels: Confidentiality, Integrity and Availability of ICT systems
and infrastructure that could affect compliance.

The intervening variable is a variable that comes in between other variables. It helps to delineate
the process through which variables affect one another hence it is one that links between the
independent variable and dependent variable (Kenny and Baron, 1986). The government at times
issues directives through circulars through the Communications Commission of Kenya on
National ICT policy, as well as matters affecting IT security at the national scene. The ministry
of health may on the other hand, issue guidelines that must be followed when doing research
especially how to disseminate such information. This in itself may make institutions comply to
their own ICT policies, in regards to confidentiality, and privacy of data and hence contribute to
compliance to the National ICT policy as well as legal requirements. The researcher assumes that
any directive from the government is acted upon by all institutions.

The dependent variable is a variable that changes because of another variable hence it is the
effect or the outcome variable (Kenny and Baron, 1986). By selecting the three pillars of IT
Security aka CIA which are derived from ICT security policy, the researcher is able find out how
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compliance is achieved in terms of National ICT policy, disaster recovery and business
continuity, and compliance to legal and regulatory framework.

RESULTS AND DISCUSSIONS

The study sought to examine security measures put in place in universities to enforce integrity of
information systems. The following table (table 6) provides a summary of Information systems
Integrity questions with aggregated frequencies with the following columns/labels: “Yes”, “No”
& “Don’t Know” that were asked to the respondents.

Table 6: Measures enforcing Integrity

Yes

. ) No Don’t Know
Information Systems Integrity Freq
guestions (%) Freq (%) | Freq (%)
Have you ever lost your data or had
data breach? 168(50.6) | 141(42.5) | 23(6.9)
Do you believe your information
systems are secure enough? 123(37.4) | 137(41.6) | 69(21.0)
Is there any existing control against
malicious software usage? 166(50.2) | 48(14.5) 117(35.4)
Is automatic computer screen locking
facility enabled in the computer you
work on? 149(44.8) | 142(42.8) | 41(12.4)
Is there any procedure that exists to
verify that all warning bulletins are
accurate and informative with regard to
malicious software usage? 143(43.3) | 74(22.4) 113(34.2)
Are you prohibited to use of
unauthorized or pirated software or
unlicensed software in the institution? | 204(62.2) | 72(22.0) 52(15.9)
Do you receive unnecessary emails
from people you even don’t know
(spam mails) through the official mail? | 182(55.5) | 116(35.4) | 30(9.2)
Is the information security policy
communicated to all employees on an
ongoing basis? 130(39.4) | 113(34.2) | 87(25.4)
Do you believe employees continue to
access online services via internet such | 110(33.7) | 87(26.7) | 129(39.6)

as ERP even after employment has
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been terminated?

Average score (%) 46 32 22

From the table above, half of the total respondents reported to have lost data or had data breach,
141(42.5%) of them had not lost data or had data breach, while 23(6.9%) of them did not know
whether they had lost any data or had data breach or not.

Most of the respondents did not believe that their information systems are secure enough at the
campuses that were interviewed. 138(41.6%)disagreed versus 124(37.4%) agreed while
70(21%) of them did not know. Half of the respondents agreed that there exists some controls
against malicious software usage, 48(14.5%) of them disagreed that there existed any controls
against malicious software usage, while more than a third did not know.

Automatic computer screen locking facility as a first step to information integrity and security is
implemented at a 50-50 basis. More or less similar proportions of respondents agreed and also
disagreed that there existed an automatic computer screen locking facility enabled in the
computers they worked on. However 41(12.4%) of them did not know whether there was an
automatic computer screen locking facility enabled in the computers they worked on or not.

Close to half of the respondents at 144(43.3%) agreed that there existed some procedures to
verify that all warning bulletins are accurate and informative with regard to malicious software
usage, 114(34.2%) disagreed that there existed any procedures to verify that all warning bulletins
are accurate and informative with regard to malicious software usage while about a third of them
113(34.2%) did not know.

206(62.2%) of the respondents agreed that they are prohibited to use of unauthorized or pirated
software or unlicensed software in the institution, 73(22%) of the disagreed that they are
prohibited to use of unauthorized or pirated software or unlicensed software in the institution,
while 53(15.9%) did not know whether they are prohibited to use unauthorized or pirated
software or unlicensed software in the institution or not.

More than half 184(55.5%) of the respondents in this study agreed that they received
unnecessary emails from people they didn’t know (spam mails) through the official mail,
117(35.4%) of them disagreed that they received unnecessary emails from people they didn’t
know (spam mails) through the official mail, while 31(9.2%) of them did not.

A higher proportion of the respondents 132(39.6%) didn’t know if they believed or not that
employees continued to access online services via internet such as ERP even after employment
has been terminated, a third of the respondents 86(26.7%) disagreed that employees continued to
access online services via internet such as ERP even after employment has been terminated while
112(33.7%) of the respondents believed that employees continued to access online services even
after employment has been terminated.

With an overall percentage of 46%, integrity was found to be with the least score. This implies
that most systems maybe at a great risk in terms of Integrity. Issues of records manipulation,
altered grades or falsified financial records are as a result of lack of enough measures enforcing
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integrity of information systems and may be experienced in near future if institutions connect to
high speed networks where hackers for hire are paid to exploit systems weaknesses.

CONCLUSION

.Data analysis and interpretation revealed that majority of the information systems lack integrity.
With overall score of 46%, it’s a pathetic situation. When the integrity of information systems is
highly compromised, it casts doubts on the data/information produced by the same systems.
Enhancing data Integrity measures will improve the data quality.
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